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Commonwealth Contract — Services

Statement of Work

C.A.1 Key Events and Dates

This Contract commences on the Contract Start Date or the date this Contract is executed, whichever is the
latter, and continues for the Contract Term unless:

a) it is terminated earlier; or
b) the Customer exercises the Contract Extension Option, in which case this Contract will
continue until the end of the extended time (unless it is terminated earlier).
Event Details
Contract Start Date: Upon contract execution
Contract Term: This Contract will terminate on Thursday, 30 June 2022.
Contract Extension Option: This Contract includes the following extension option(s): Up to
an additional 12 months of services.
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C.A.2 The Requirement
Background

This project is an initiative under the Australian Government’s Cyber Security National Workforce Growth
Program. This Program is designed to develop the cyber security skills required now, while creating a
pipeline of skilled Australians going forward.

Requirement

The Department of Industry, Science, Energy and Resources (the Customer) has sought expertise to
develop or expand a forecasting methodology and model for analysing the Australian cyber security
workforce and skills shortages in real-time and to provide regular data reporting to the Customer. This
solution would be publically available to enable industry, education, government and the broader Australian
community to access this information.

The project aims to strengthen cyber security skills forecasting, labour force and workforce demand data to
better understand the current environment and inform future government policies. The data underpinning
this work will feed into, or draw from, other agencies’ (for example, the Australian Bureau of Statistics; or
National Skills Commission; or Department of Education, Skills and Employment) data initiatives and
sources as much as possible to minimise duplication and embed long term solutions to data gaps.

Services to be delivered by the Supplier

Deliverable One: Summary Report

1. A comprehensive outline (as a Table of Contents) will be provided which demonstrates the proposed
summary report on the state of cyber security workforce and skills shortages in Australia.

2. A written summary report in an agreed format that outlines the current state of Australia’s cyber security
workforce and skills and capabilities. This includes:

a. Definition of the Australian cyber security workforce, including cyber security-related activities
which are part of the Australian digital economy.

b. Detailed information on data points and sources available for emerging areas of interest in
workforce skills and shortages in Australia and internationally and consideration of any data
collection and analysis challenges and how these can be effectively addressed.

c. Information on the current number of Australians employed in the cyber security workforce,
mapping these to both ANZSIC (division) and ANZSCO (code), disaggregating this data by age,
gender, geographic location (State/Territory) and average salary where possible.

d. An outline of existing advertised job vacancies, at the time of writing, according to both
geographic location (State/Territory) and area of specialisation, mapped to the AustCyber-
endorsed US National Initiative for Cybersecurity Education’s (NICE) Workforce Framework.

e. Summary of the most common cyber security qualifications in the Australian labour market, and
specifically those that enable higher rates of mobility.

f. Detailed glossary of terms.

g. Appendix of all data sources, including annotated bibliography summarising variables of data
sources referenced and identified data gaps.

h. Report information will leverage the NICE framework to frame occupations and job roles and
enable international comparison of performance. In conducting this analysis, an inclusion of a
comparative overview for the United States, United Kingdom, New Zealand, and Germany;
countries where baseline data exists will occur, enabling some comparisons to be made (for
example, in areas such as met, oversupply, or shortage).

3. A co-design workshop to be convened to support Supplier and Customer collaboration to shape inputs,
definitions and subsequent forecasting model.

Deliverable Two: Forecasting Model

4. The Supplier will significantly augment and improve its existing platform, CyberSeek in response to the
requirement to “develop a new model, or configure an existing model, that can provide current and
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forecasting data on cyber security workforce and skills and capability supply, including oversupply and
shortages, to enable the Customer and broader stakeholders to better understand Australia’s position
and how it compares internationally”.

5. The Supplier will deliver:

a.

Supply and demand data - including education and job titles — with reference to education types,
certifications, geography of roles (states/territories), ANZSIC Division of roles advertised,
ANZSCO code of roles. This will be presented visually, and available, ultimately, to users by
time-lapse, to visualise supply and demand trends over time.

Updated cross-referencing with revised ANZSCO occupations (as available, currently scheduled
for November 2021).

Macro-economic trends (general rates of employment, reported economic growth, including by
State/ Territory/ Commonwealth).

Applicable government and industry policy initiatives (by State/ Territory/ Commonwealth), with
specific reference to employment, skills and training for cyber security.

An atlas of data derived from published international sources, including industry, academic and
government reports, on cyber security skills and employment. Initially, this will focus on
comparative jurisdictions such as the United Kingdom, United States and New Zealand.

6. The Customer and Supplier will continue to collaborate on specific data outputs and availability of these
throughout the course of the contract term which may include:
Baseline Data

a) Australian workforce:

i.  Data on the cyber security sector workforce, including, for example breakdown by
gender, neurodiversity (if known), age distribution, geography (states/territories), average
salary

i. Baseline data of cyber security professionals in each ANZSIC Division (by above
variables (for example manufacturing; construction; agriculture; accommodation and
food services; retail trade), ANZSCO code (categorise role), and product/service
provision

ii. International comparisons of the Australian workforce and skills supply (shortages, met,
oversupply)

b) Cyber security workforce recruitment:

i.  Total cyber security job openings, with breakdown for example by employment type (full-
time, part-time), geography (states/territories), ANZSIC Division (categorise sector),
ANZSCO code (categorise role)

ii. Total job openings, with breakdown for example by requested education level; most
sought after certifications requested by employers; most sought after skills requested

ii.  Breakdown of job openings by cyber security job titles including information on most
sought after), and commensurate salary

iv.  Time to recruit

v. Failure rates

c) Cyber security related education:

i.  Enrolments by type of institution, for example VET, Universities, private institutions
ii.  Number of graduates
iii.  Educational institutions and courses
iv.  Number and type of certification holders
v. Linkages between certifications and cyber security jobs via common skills
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Forecasting Data

d) Cyber security workforce and skills forecast:

i.  Supply/Demand of cyber security workers and skills and capabilities, including, for
example breakdown by gender, neurodiversity (if known), age distribution, geography
(states/territories), average salary

ii.  Growth rates — including education and job titles — including breakdown for example by
education types, certifications, geography of roles (states/territories), ANZSIC Division of
roles advertised; ANZSCO code of roles

iii.  Career transition trends, for example which professions/industries are workers
transitioning from and into cyber security
e) Summary information on factors impacting workforce and skills forecasts:
i.  Economic shifts
ii. Government policy and program impacts
ii.  International influences
iv.  Cyber Security sector initiatives or programs led by industry

i.  Other factors affecting potential skilled workers for now or the future, for example:
= K to 12 education, Vocational or Tertiary education
= Training opportunities for graduates or workers more broadly
= Unemployed persons
= Employed persons not in cyber security roles (ie. in other sectors)
= International labour
= Net loss of workers out of cyber security profession (for example due to retirement)

7. The Supplier will maintain ownership of the model and must retain responsibility for the ongoing
maintenance of the model and data.
a. The Supplier will involve the Customer in the development and planning processes for a
forecasting model, including data points and data sources to be used.
b. The Customer may request Government data sources be used in the model. Where this request
is made, the Customer will source the data and provide to the Supplier as available. The
Customer and Supplier will need to agree on these data sources and ongoing ownership.
8. The outputs of the model will be publically available.
9. The Supplier will provide qualified staff with project management capabilities to meet these
requirements.
10. The model will be regularly updated as new or amended data inputs become available.

Data reporting

11. An agreed report template will be developed for routine (quarterly) provision of data to the Customer as
well as any ad-hoc reporting that may be required.
12. The Supplier will:
a. Work with the Customer to develop this agreed format and frequency for regular data reporting.
The Supplier will be most often seeking high quality, low frequency data reports, in recognition
that data outputs are subject to the availability and updates of data source inputs. Features may
include, but are not limited to, dashboards, heat maps and/or graphical representations.
i. The Supplier will work with the Customer on any changes to the agreed format and
frequency of reporting where this changes from quarterly reporting.
ii. The Supplier will provide data to the Customer in an agreed regular format and
frequency beyond the term of this contract at no additional cost.
b. Deliver on ad-hoc or bespoke data requests from the Customer which must be delivered in
agreed timeframes between the Supplier and Customer.
i. The Supplier will not be required to provide ad-hoc or bespoke data to the Customer at
no additional cost beyond the term of this contract. The Supplier may provide a quote
and following agreement from the Customer, provide an invoice for delivered services.
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13. The Supplier will continue to update its online and public platform as it receives updates or additional
data. This will allow more granular and timely trend reporting on the public-instance.

14. AustCyber adheres with all applicable employment laws and maintains a strong focus on ethical, safe
and secure supply chain practices. For example, verification of suppliers, according to ownership,
operating environment and known past dealings is a key component of all active partnerships we
maintain. We also maintain organisational policies in areas such as non-discrimination and employment
entitlements.

C.A.2(a) Standards

The Supplier must ensure that any goods and services provided under this Contract comply with all
applicable Australian standards (or in its absence an international standard) including any requirements or
standards specified in this Statement of Work. If requested by the Customer, the Supplier must enable the
Customer, or an independent assessor, to conduct periodic audits to confirm compliance with all applicable
Australian or international standards, including, but not limited to, those specified in this Statement of Work.

Web Content Accessibility

As applicable, the Supplier must ensure that any website, associated material and/or online publications
(where applicable) complies with the Web Content Accessibility Guidelines available at:
https://www.w3.org/WAI/intro/wcag.

C.A.2(b) Security Requirements
None Specified

C.A.2(c) Work Health and Safety

Prior to commencement of this Contract, the Customer’s Contract Manager and the Supplier's Contract
Manager will identify any potential Work Health and Safety issues anticipated to arise during the term of
this contract and assign management of each issue identified to the party best able to manage it.

The Supplier will provide the Customer with a plan for approval.

Throughout the Contract Term, the Customer and the Supplier will proactively identify and cooperate to
manage any Work Health and Safety issues that arise.

C.A.2(d) Delivery and Acceptance

Where the Customer rejects any deliverables under Clause C.C.11 [Delivery and Acceptance] the
Customer will specify a timeframe in which the Supplier is required to rectify deficiencies, at the Supplier’s
cost, so that the deliverables meet the requirements of this Contract. The Supplier must comply with any
such requirement. Rectified deliverables are subject to acceptance under Clause C.C.11 [Delivery and
Acceptance].

The Supplier will refund all payments related to the rejected deliverables unless the relevant deliverables
are rectified and accepted by the Customer.

If the Supplier is unable to meet the Customer’s timeframe, the Customer may terminate this Contract in
accordance with Clause C.C.16 [Termination for Cause].

Milestone Description Contact for Delivery Delivery Location/Email Due Date

Comprehensive outline cybersecurity@industry.gov. | Email 9/07/2021
(as a Table of Contents) | au
of the proposed summary
report on the state of
cyber security workforce
and skills shortages in
Australia delivered
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Draft project cybersecurity@industry.gov. | Email 16/07/2021

management plan and au

proposed project plan

delivered

Co-design workshop — Cyber Security Industry Canberra, contingent on 23/07/2021

summary report Policy Team prevailing public health

advice. Otherwise
videoconference

Draft summary report cybersecurity@industry.gov. | Email 06/08/2021

delivered au

Forecasting Model Cyber Security Industry Face to face or Video- To be

demonstration involving Policy Team Conference negotiated

the department (and may between

involve other relevant Customer and

stakeholders with a Supplier

vested interest in cyber

security workforce and

skills forecasting)

Launch of Forecasting Cyber Security Industry To be confirmed To be

Model Policy Team negotiated
between
Customer and
Supplier

Data Reporting Template | cybersecurity@industry.gov. | Email To be

for agreement au negotiated
between
Customer and
Supplier

Ongoing Cyber Security | cybersecurity@industry.gov. | Email To be

Data Reports at an au negotiated

agreed frequency between
Customer and
Supplier
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C.A.2(e) Meetings

The Supplier is required to attend meetings as follows:

Meeting Position Required Frequency Teleconference/ Location

Type Onsite

Initial Project | Supplier CEO and One-off On-site To be confirmed

Scoping relevant project based on mutual

Meeting management staff availability

Progress Relevant project Monthly Teleconference n/a

Meetings management staff

Contract mid- | Supplier CEO and One-off On-site To be confirmed

point Meeting | relevant project based on mutual
management and availability
technical staff as needed

End of Supplier CEO and One-off On-site To be confirmed

Project relevant project based on mutual

Meeting management and availability
technical staff as needed

C.A.2(f) Facilities and Assistance Offered by the Customer

The Customer will provide assistance to the Supplier as requested and mutually agreed to ensure the
forecasting model and subsequent data assets are fit-for-purpose.

The Customer will not provide facilities.

C.A.2(g) Customer Material
The Customer will provide:

1. Any data sources available that can be shared with the Supplier;

2. Any other materials to support the Suppliers development of the model and data.

C.A.2(h) Conflicts of Interest

The Supplier has declared that it has no actual, perceived or potential conflicts of interest relevant to the
performance of its obligations under this Contract.

C.A.2(i)

Public Interest Disclosure

For information about how to make a public interest disclosure, please refer to the information provided on
the department’s website - hitps://www.industry.gov.au/about-us/what-we-do/public-interest-disclosure.

C.A.2(j) Complaints Handling

Any complaints relating to this procurement should sent to: Procurement.Complaints@industry.gov.au.
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C.A.3 Contract Price

The maximum Contract Price inclusive of GST and all taxes and charges will not exceed s47(1)(b) as
set out below.

Fixed Price (including all expenses)

Due Date Milestone Description Total Price GST Total Price
GST Exclusive | Component GST Inclusive

06/08/2021 | Deliverable One: (Including outline,
project plan and written summary s47(1)(b) S47(1)(b) S47(l)(b)

report)
Contract Deliverable Two: (Commencement
execution | of CyberSeekAU digital platform s47(1)(b) | s47(1)(b) | sa7(1)(b)

optimisation, incorporating
forecasting model)

Total Fixed Price for Services  s47(1)(b) GST Inclusive

Adjustment to Fixed Pricing for Contract Variation/Extension

The initial contract term is for 12 months, with an option for extension. Any rates in the second year would
be limited to platform maintenance costs alone, likely to result in a reduction of costs for any future contract
and related payment schedule.

C.A.3(a) Payment Schedule

Progress payments of the Fixed Fees and Charges (inclusive of any GST and all taxes and charges) will be
made as follows:

Estimated Date Milestone Description Payment Amount

Early July 2021 Execution of contract and full payment s47(1)(b)
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C.A.4 Contract Managers and Addresses for Notices

Contract Managers are responsible for issuing or accepting any written Notices under this Contract and are
the contact points for general liaison.

C.A.4(a) Customer’s Contract Manager:

The person occupying the position of:

Currently: 822(1)(8.)(“)

Telephone:

Mobile:

Email Address:

Postal Address: Department of Industry, Science, Energy and Resources

GPO Box 2013
Canberra ACT 2601

C.A.4(b) Customer’s Address for Invoices:

Addressee Name/Position Title: s22(1)(a)(ii)

Telephone:

Email Address: cybersecurity@industry.gov.au

Postal Address: Department of Industry, Science, Energy and Resources

GPO Box 2013
Canberra ACT 2601

The Customer’s preferred method of invoicing is by email.

C.A.4(c) Supplier’s Contract Manager:

Name: 522(1)(8)(“)

Position Title:

Telephone:

Mobile:

Email Address:

Postal Address: Unit 2, Level 4
1 Hobart Place
Canberra ACT 2600

C.A.4(d) Supplier's Address for Notices

Name: s22(1)(a)(ii)
Position Title:

Email Address:

Postal Address: Unit 2, Level 4

1 Hobart Place
Canberra ACT 2600
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C.A.5 Specified Personnel

Current Securit Percentage of
Position/Role Name Y Total Project
Clearance Level :
Time
Contact Officer/Project T N/A 30%
Manager (co-ordination, s22(1)(a)(i)
reporting, preparation of
written products)
Digital Product Manager | s22(1)(a)(ii) N/A 40%
(Execution of platform
optimisation)
Project Support Officer ’ N/A 30%
(Research, analysis, 522(1) (a) (”)
workshop facilitation, &
project support)
C.A.6  Subcontractors

Full Legal Name Postal Address ACN/ABN/ACNR | Services to be Performed
Burning Glass 66 Long Wharf (Floor 2), | N/A Only aspects are to be
Technologies Boston, MA, 02110, subcontracted that pertain

United States to algorithmic augmentation

(to improve timeliness of
data reporting and
visualisation), as well as
related updates to
architecture arising from
ANZSCO updates in around
November 2021. AustCyber
will host and maintain the
platform, as per current
arrangements.
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Additional Contract Terms

An executed contract will incorporate the Commonwealth Contract Terms and also the following Additional
Contact Terms:

C.B.1 Intellectual Property
The Supplier owns the Intellectual Property Rights in the Material created under this Contract.
The Supplier grants to the Customer:

a) a non-exclusive, irrevocable, royalty-free, perpetual, world-wide licence to exercise the Intellectual
Property Rights in the Material provided under this Contract for any purpose; and

b) a right to sub-licence the rights in (a) above to third parties, including to the public under an open
access or Creative Commons ‘BY’ licence.

The licence includes the right of commercial exploitation by the Customer.

The Supplier warrants that it is entitled to grant this licence to the Customer; and that the provision of the
Goods and/or Services and any Material by the Supplier under this Contract, and its use by the Customer,
in accordance with this Contract, will not infringe any third party’s Intellectual Property Rights and Moral
Rights.

Intellectual Property Rights in Goods provided under this Contract or pre-existing Intellectual Property of
the Supplier, set out below (if any), will not change as a result of this Contract.

Pre-Existing Intellectual Property of the Supplier

The Supplier grants to, or in the case of Third-Party Material, must obtain for, the Customer a non-
exclusive, irrevocable, royalty-free, perpetual, world-wide licence (including the right to sub-licence) to
exercise the Intellectual Property Rights in all Pre-existing Material and Third-Party Material incorporated
into the Material to enable the Customer to receive the full benefit of the Goods and/or Services and the
Material and to exercise its rights in relation to the Material.

AustCyber will retain ownership of the Intellectual Property Rights in the Material created under the
Contract. As the supplier, we will maintain ownership of the model and will retain responsibility for the
ongoing maintenance of the model and data.

s47(1)(b)

C.B.3 Interest on Late Payments

Where the Customer and the Supplier both have the capability to deliver and receive e-Invoices through the
Pan-European Public Procurement On-Line (PEPPOL) framework and have agreed to use electronic
invoicing (e-Invoicing), the Customer will pay the amount of a Correctly Rendered Invoice to the Supplier
within five (5) calendar days after receiving it, or if this day is not a business day, on the next business day.

In all other circumstances, the Customer will pay the amount of a Correctly Rendered Invoice to the
Supplier within twenty (20) calendar days after receiving it, or if this day is not a business day, on the next
business day.

If the total initial value of the Contract (excluding any options, extensions, renewals or other mechanisms
that may be executed over the life of the contract) is less than A$1 million (GST inclusive) and the
Customer fails to make a payment to the Supplier by the business day it is due, the Customer will pay the
unpaid amount plus interest on the unpaid amount, provided the amount of interest payable under this
clause exceeds A$100.

Interest payable under this clause will be simple interest calculated in respect of each calendar day from
the day after the amount was due and payable, up to and including the day that the Customer effects
payment, calculated using the General Interest Charge Rate available on the Australian Taxation Office
website as it applies on the day the amount was due and payable expressed as a daily rate.
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Commonwealth Contract Terms

C.C.22 Compliance with Commonwealth Laws and Policies:

The Supplier must comply with, and ensure its officers, employees,
agents and subcontractors comply with all Commonwealth |laws
and policies relevant to the Goods and/or Services and must
provide such reports and other information regarding compliance
as reasonably requested by the Customer or as otherwise required
by a relevant law or policy.

If the Supplier becomes aware of any actual or suspected breach
of the requirements set outin clauses A to G below, it must:

{a) immediately report it to the Customer and provide a
written report on the matter within five (5) business days;
and

(b} comply with any reasonable directions by the Customer
in relation to any investigation or further reporting of
the actual or suspected breach.

A Access to Supplier's Premises and Records: The Supplier
must maintain proper business and accounting records
relafing to the supply of the Goods andfor Services and
performance of the Confract.

The Supplier agrees to provide to the Customer, or its
nominee, access to the Supplier's, or its Subcontractor's
premises, personnel, documents and other records, and all
assistance reasonably requested, for any purpose associated
with the Confract or any review of the Supplier’s or the
Customer's performance under the Contract, including (but
not limited to) in connection with a request made under the
Freedom of Information Act 1982 (Cth) or audit or review by
the Australian National Audit Office. Unless the access is
required for the purpose of a criminal investigation into the
Supplier, its employees or subcontractors, the Customer will
reimburse the Supplier's substantiated reasonable cost for
complying with the Customer's request.

The Supplier must not transfer, or permit the transfer of,
custody or ownership, or allow the destruction, of any
Commonwealth record (as defined in the Archives Act 1983
{Cth}) without the prior written consent of the Customer. All
Commonweslth records, including any held by
Subcontractors, must be returned fo the Customer at the
conclusion of the Contract.

B. Privacy Act 1988 (Cth) Requirements: In providing the
Goods andfor Services, the Supplier agrees to comply, and to
ensure that its officers, employees, agents and subcontractors
comply with the Privacy Act 1988 (Cth) and not to do anything,
which if done by the Customer would breach an Australian
Privacy Principle as defined in that Act.

C. Confidential Infermation: Other than information available in
the public domain, the Supplier agrees not to disclose to any
person, other than the Customer, any confidential information
refating to the Contract or the Goods andfor Services, without
prior written approval from the Customer. This obligation
will not be breached where the Supplier is required by law or a
stock exchange to disclose the relevant information or where
the relevant information is publicly available {other than
through breach of a confidentidity or non-disclosure
obligation).

The Customer may at any ime require the Supplier to arrange
for its employees, agents or subconiractors to give a written
undertaking relating to nondisclosure of the Customer's
confidentia information in a form acceplable to the Customer.

The Customer will keep any information in connection with the
Contract confidentia to the extent it has agreed in writing to
keep such specified information confidential. The Customer
will not be in breach of any confidentiaity agreement if the
Customer is required to disclose the information by law, a
Minister or a House or Committee of Parliament.

Security and Safety. When accessing any Commonwealth
place, area or facility, the Supplier must comply with any
security and safety requirements notified to the Supplier by
the Customer or of which the Supplier is, or should reasonably
be aware. The Supplier must ensure that its officers,
employees, agents and subcontractors are aware of, and
comply with, such security and safety requirements.

The Supplier must ensure that all information, material and
property provided by the Customer for the purposes of the
Contractis protected at all times from unauthorised access,
use by a third party, misuse, damage and destruction and is
returned as directed by the Customer.

The Supplier acknowledges that unauthorised disclosure of
security-classified information is an offence. Legislation
{including, but not limited to, the Criminal Code Act 1995
{Cth}) contains provisions relating to the protection of certain
information and sets out the penalties for the unauthorised
disclosure of that information.

Criminal Code: The Supplier acknowledges that the giving of
false or misleading information to the Commonwealth is a
serious offence under section 137.1 of the schedule to the
Criminal Code Act 1995 (Cth). The Supplier must ensure that
any subcontractor engaged in connection with the Contractis
aware of the information contained in this clause.

Fraud: For the purposes of this clause, Fraud means
dishonestly obtaining a benefit from the Commonwealth or
causing a loss to the Commaonwealth by deception or
other means.

The Supplier must take all reasonable steps to prevent and
detect Fraud in relation to the performance of this Confract.
The Supplier acknowledges the occurrence of Fraud will
constitute a breach of this Contract.

If an investigation finds that the Supplier or its employees
have committed Fraud, or the Supplier has failed to take
reasonable steps to prevent Fraud by an employee or
subcontractor, the Supplier must reimburse or compensate
the Customer in full.

Taxation: The Supplier agrees to comply, and to require its
subcontractors to comply, with all applicable laws relating to
taxation.

@oeo

The Commonwealth Contract Terms
are licensed under the Creative Commons

Aftribution-NonCommercial-NoDerivatives 4.0 International

License (CC BY NC ND 4.0 INT).
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Commonwealth Contracting Suite (CCS) Glossary

In the Commonwealth Contracting Suite:

A reference to:
a) a clause in the form A A.fx] - is a reference to a clause of the Approach to Market;

b) a clause in the form A.B.fx] - is a reference to a clause of the Commonwealth ATM Terms;

c) an item in the form C.A fx] - is a reference to an item in the Statement of Work;

d) a clause in the form C B fx] - is a reference to a clause in the Additional Contract Terms;

e) a clause in the form C.C.[x] - is a reference to a clause of the Commonwealth Contract Terms or the

Commonwealth Purchase Order Terms, as the case may be.

“Additional Contract Terms” means the terms and conditions set out in the section of the Contract with the
heading ‘Additional Contract Terms'.

“Approach to Market or ATM” means the notice inviting potential suppliers to participate in the procurement.
“Closing Time” means the closing time specified in clause A A 1 {Key Events and Dates]
“Contract” means the documentation specified in clause C.C.4 [Precedence of Documents]

“Contract Extension Option” means an option of a Customer fo extend the term of a Contract for one or more
additional time periods.

“Contract Manager” means the contract manager for the Customer andfor Supplier (as relevant) specified in
the Contract.

“Contract Price” means the total contract price specified in the Contract, including any GST component payable,
but does not include any simple interest payable on late payments.

“Correctly Rendered Invoice” means an invoice that:
a) is correctly addressed and calculated in accordance with the Contract;
b) relates only to Goods and/or Services that have been accepted by the Customer in accordance with the Contract;
c) includes any purchase order number, and the name and phone number of the Customer’'s Confract Manager;
d) is for an amount which, together with all previously Correctly Rendered Invoices, does not exceed the
Contract Price; and
€) is a valid tax invoice in accordance with the GST Act.

“Customer” means a party specified in a Contract as a Customer.

“Delivery and Acceptance” means the process by which Goods andfor Services are delivered to a Customer and
accepted by the Customer as meeting the terms specified in the Contract.

“General Interest Charge Rate” means the general interest charge rate determined under section 8AAD of the
Taxation Administration Act 1953 on the day payment is due, expressed as a decimal rate per day.

“Goods and/or Services” means:

a) the Goods, Services, or Goods and Services and any Material specified in the Contract: and

b) all such incidental Goods and Services that are reasonably required to achieve the purposes of the Customer as
specified in the Contract.

“GST Act” means A New Tax System (Goods and Services Tax) Act 1939 (Cth).
“GST” means a Commanwealth goods and services tax imposed by the GST Act.

“Intellectual Property Rights” means all intellectual property rights which may subsist in Australia or elsewhere,
whether or not they are registered or capable of being registered.

Version 3 Published February 2017 Page 10f 2
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Commonwealth Contract — Services

Commonwealth Contracting Suite (CCS) Glossary

“Material” means any material brought into existence as a part of, or for the purpose of producing the Goods andfor
Services, and includes but is not limited to documents, equipment, information or data stored by any means.

“Moral Rights” means the rights in Part /X of the Copyright Act 1966 (Cth), including the right of attribution, the right
against false attribution and the right of integrity.

“Notice” means an official notice or communication under the Contract in writing, from one Contract Manager and
delivered 1o the other Contract Manager, at Ihe postal address, or email address, or facsimile number set out in the
Contract or as notified from time to time.

“Requirement” means the description of the Goods and Services described in:

a) for the purposes cf the Commonwealth ATM Terms the section of the Approach to Market with the heading
‘Requirement;;

b) for the purposes cf the Commonwealth Contract Terms the section of the Statement of Work with the heading
‘Requirement’;

c) for the purposes of the Commonwealth Purchase Order Terms the document setting out the Goods andfor Services.

“Specified Personnel” means the personnel specified in the Contract or such other personnel who are accepted by
the Customer in accordance with clause C.C .13 [Specified Personnel].

“Statement of Requirement” means the section of the Approach to Market with the heading ‘Statement of
Requirement’.

“Statement of Work” means the section of the Contract, as the case may be, with the heading ‘Statement of Work’

“Supplier” means a party specified in a Contract as a Supplier.

Version 3 Published February 2017 Page 2 of 2
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Commonwealth Contract — Services

Contract Signing Page

The Parties agree that by signing this Commonwealth Contract — Services, they enter into a Contract
comprising:

a) Additional Contract Terms (if any);

b) Statement of Work;

c¢) Commonwealth Contract Terms;

d) Commonwealth Contracting Suite Glossary; and

e) Contract Annex 1 — Supplementary Information (if any).

EXECUTED as an Agreement

Signed for and on behalf of the Commonwealth of Australia as represented by Department of Industry,
Science, Energy and Resources

ABN 74 599 608 295 by its duly authorised delegate in the presence of

Signature of witness Signature of delegate

Name of witnhess (print) Name of delegate (print)

Position of delegate (print)

Date:

Executed by AUSTRALIAN CYBER SECURITY GROWTH NETWORK LIMITED ABN 73 616 231 451 in
accordance with Section 127 of the Corporations Act 2001

Signature of director Signature of director/company secretary
(Please delete as applicable)

Name of director (print) Name of director/company secretary (print)

Date:

Reference ID: PRI-00004515 Page 19 of 20
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PROJECT OVERVIEW

SUMMARY

This project is an initiative under the Australian Government’s Cyber
Security National Workforce Growth Program. This Program is designed to
develop the cyber security skills required now, while creating a pipeline of

skilled Australians going forward.
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PROJECT REQUIREMENTS

The Department of Industry, Science, Energy and Resources (the
Customer) has sought expertise to develop or expand a forecasting
methodology and model for analysing the Australian cyber security
workforce and skills shortages in real-time and to provide regular data
reporting to the Customer.

This solution would be publically available to enable industry, education,
government and the broader Australian community to access this
information. The project aims to strengthen cyber security skills
forecasting, labour force and workforce demand data to better
understand the current environment and inform future government

policies.

The data underpinning this work will feed into, or draw from, other
agencies’ (for example, the Australian Bureau of Statistics; or National
Skills Commission; or Department of Education, Skills and Employment)
data initiatives and sources as much as possible to minimise duplication

and embed long term solutions to data gaps.
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PROJECT ON A PAGE

Summary Report

Forecasting

Model

Product
Delivery

* Table of Contents
Summary report.

e Detailed written
summary report
outlining Australia’s
current CS workforce
skills and capabilities.

¢ A workshop to support
Supplier and Customer
collaboration to shape
inputs, definitions and
the forecasting model

codesigned with DISER.

Improve and develop
the existing Cyber Seek
product or to develop a
new modelling tool, to
provide forecasting
data on CS workforce
and skills including
oversupply, shortages
and to provide insights
into international
comparisons.

Once the modelling tool
is developed both
parties will continue to
collaborate on specific
data outputs.

CS will continue to
update the modelling
tool and any
associated reporting
tools.

Product: We can significantly augment and improve our existing platform, CyberSeek in
response to the requirement to “develop a new model, or configure an existing model to

deliver the project requirements.

Reporting: An agreed report template will be developed for routine (quarterly) provision of

data to the Customer

Page 5




STAGE 1

The first stage of the project will include a comprehensive outline and a
detailed written summary report which will outline the current state of
Australia’s cyber security workforce and skills and capabilities. The report will
include detailed information on data points and sources available for emerging
areas of interest in workforce skills and shortages in Australia and
internationally.

The report will map out the current number of Australians employed in the

cyber security workforce as well as existing advertised job vacancies.

The report will summarise the most common cyber security qualifications in
the Australian labour market, it will include a detailed glossary of terms. And an
appendix of all data sources

Report information will leverage the NICE framework to frame occupations and
job roles and enable international comparison of performance. In conducting
this analysis, an inclusion of a comparative overview for the United States,
United Kingdom, New Zealand, and Germany; countries where baseline data
exists will occur, enabling some comparisons to be made (for example, in

areas such as met, oversupply, or shortage.

Finally, we will co-design a workshop to be convened to support Supplier and
Customer collaboration to shape inputs, definitions and subsequent
forecasting model.

©em  Ohusope Page 6



STAGE 2

In order to deliver the model and forecasting data required the project will
utilise and improve its existing platform, CyberSeek to provide forecasting
data on the cyber security workforce and skills and capability supply,
including oversupply and shortages allowing the Customer and broader
stakeholders to better understand Australia’s position and how it

compares internationally.

The Customer and Supplier will continue to collaborate on specific data
outputs and availability of these throughout the course of the contract
term which may include baseline data of the Australian workforce, the
Cyber Security workforce recruitment and cyber security training and

education offerings.

The project will deliver a cyber security workforce and skills forecast and a
summary of information on factors impacting the workforce and skills

forecasts.

At the completion of the project we will continue to own and maintain the
product including ongoing modelling and forecasting of which all outputs
will be made publicly available.
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TIMELINE

KEY MILESTONES

‘ <«—— Current

9 Jul

16 Jul

23 Jul l 6 Aug TBC TBC T8C

TBC

M1: Completed - Table of contents

M2: Completed - Project management plan

|

M3: Incomplete — Co-design workshop summary
M4: Incomplete — Draft summary report

Mb5: Incomplete - Forecasting model demo

M6: Incomplete - Launch forecasting model

M7: Incomplete - Data reporting template

M8: Ongoing - Data reports

O

“OlhustCyber
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MILSESTONE OVERVIEW

The contracted timeline spans a 12month period with a potential option to
extend the project for a further 12 month period. The first 4 milestones across

the project timeline have confirmed set deliverable dates.

Comprehensive Draft project Co-design workshop —  Draft summary report
outline (as a Table of management planand  summary report delivered

Contents) of the proposed project plan

proposed summary delivered

report on the state of

cyber security

workforce and skills
shortages in Australia
delivered

The second 4 milestones across the project timeline have tentative set

deliverable dates to be mutually agreed between the project team and the

customer.
N N
Forecasting Model Launch of Forecasting Launch of Forecasting  Ongoing Cyber
demonstration Model Model Security Data Reports
involving the at an agreed
department (and may frequency
involve other relevant

stakeholders with a
vested interest in
cyber security
workforce and skills
forecasting)

©em  Ohustoyper
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RISK

AND MITIGATION STRATEGIES

Throughout the life of the project we will maintain a RAID (Risk,
Assumptions, Issues, Dependencies) register. The RAID will be maintained

to ensure that risks are appropriately identified and mitigated ongoing.

Any risks identified will be reported to the project owner on a weekly basis,
and will also be included and maintained in the project steering committee
meetings and client meetings including the monthly and quarterly updates.

Below is an extract from the initial version of the register.

@6 “Olhustcper Page 12



BUDGET

Fee for Service Overview (allocations per deliverable):

Allocation Total exl. GST Total incl. GST

Deliverable One: s47(1)(b) s47(1)(b) s47(1)(b)

(Including outline,
project plan and
written summary
report)

Commencement of s47(1)(b) s47(1)(b) s47(1)(b)

CyberSeekAU digital
platform
optimisation,
incorporating
forecasting model

Total: s47(1)(b)

©em  Ohustoyper Page 17




LAUNCH

The new forecasting model and report will be released in a manner
agreed between the supplier and the customer at a date to be
mutually agreed.
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PROJECT TEAM

To deliver this project a cross-functional project team have been stood
up across AustCyber. The program is leveraging a workstream structure
to deliver the multiple deliverables concurrently, with additional support
from across AustCyber, as required.

Project
Owner

Central Project Team -

Steering Committee

s22(1)(a)(ii)

Project BOri

el urning Glass
Digital Technologies
Support

@-m “Chustoyper Page 16



WORKSTREAM LEADS

s22(h)@)(i) Contact Officer/Project Manager
(co-ordination, reporting,
preparation of written products)

s22(1)(a)(i) Contact Officer/Project Manager

(co-ordination, reporting,
preparation of written products)

s22(1)(@)(i) Project Support Officer (Research,

analysis, workshop facilitation, &
project support)

s22(1)(@)(i) IT Support and lead (overarching IT

infrastructure support)

$22(1)(a)(ii) Head of Communications, Events&

Marketing (communications
support)

@c “Ohustcyer Page 16



MEETINGS & RHYTHM

Meeting Type Position Required Frequency

Initial Project Scoping supplier CEO and One-Off
Meeting relevant project
management staff
Progress Meetings Relevant project Monthly
management staff
Relevant project Relevant project One-Off
management staff management staff
End of Project Meeting Supplier CEO and One-Off

relevant project
management and
technical staff as
needed

Steering Committee Meetings Relevant project Bi Monthly
management staff

Project Team/Workstream Relevant project Weekly
Meeting management staff

@-m “Ohustoyper Page 16
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Document 3 - LEX 300027

DISER/AustCyber - Milestone 3: Co-design Workshop

Via Cisco Webex (invitation distributed through email)

Date: Tuesday Aug 24, 2021 3pm — 4pm

Attendees:
AustCyber: s22(1)(a)(ii)
DISER: s22(L@(0) , Cyber Security Policy Team
Item Lead
1 Quick Summary & Update (including overview of data pull) s22(L)@)
2 Discuss Forecast Inputs & Definitions s22(1)(a)(ii)
o Prepared questions (refer to below)
3 Other Agreed Outcomes and Next Steps: s22(1)(a)(ii)

a. Agree on date for final amendments to Draft Report

b. Agree on the delivery timeline for Milestones 5-7
(including contingencies)

c. Agree on high level revisions to risk management
matrix

Please consult:
e ATTACHED: Slide Deck

e BELOW: Questions for discussion



Prepared Questions for Discussion:

Data needs

1. What are the primary drivers of the need for data from a policy, or broader stakeholder,
perspective?

Data structure for public consumption

2. In addition to the existing fields on AUCyberExplorer (i.e. State/Territory, NICE
Category), what are other fields that can be added to optimise the site?

3. s the existing geographic visualisation of advertised vacancies adequate (i.e. metro
areas and beyond)?

4. How often should data, through algorithmic changes, be updated on the public facing
site (i.e. at what intervals - monthly, quarterly, six monthly?)

5. Should the site enable visual comparisons in labour market mobility (i.e. month by
month, or quarter-by-quarter, annually, or otherwise?)

Data formatting for reporting

6. What data format is preferred for the Department and other stakeholders (i.e. .csv etc.?)
7. s the current data pull request form comprehensive enough to meet likely future
Departmental needs?
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AGENDA

B 1. Summary and update
M 2. Forecast inputs & definitions (inclu. prepar
guestions)
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/

Standardized Job Title Postings in
Australia — NICE framework

Program Manager

Security Officer

ICT Support Engineer

Information Security Engineer
Cyber Security Architect
Organisation and Methods Analyst
Security Consultant

Cyber Security Architect
Organisation and Methods Analyst
IT Auditor

Compliance Manager

Security Officer

Security Engineer

Network Engineer

Devops Engineer

Software Engineer

ICT Security Specialist

L e

200 400 600 800 1000 1200






PHASE TWO
AUCyberExplorer —

optimising the site and"

providing new
features (fields,
integration and
accessibility)

4
.9 burn

name change, o AUCyberExplorer and we'etaking ashort moment o refesh the laform.

UNDER

AE”CV>“<' CONSTRUCTION
P LO R ’ To help close the cyber security skills gap,
AUCyberExplorer provides detailed, actionable data

ing

about supply and demand in the Australian cyber
security job market.

Funder - AustCyber \dustry Partner - CyberCX
> ‘.\ P
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PROJECT COLL.ABORATION MODEL

Key Partners

DISER
Burning Glass

CompTIA

&

Key Activities @ Communications plz

DISER-AC Workshop Optimised website launch
Back-end integration with partners
Final review of changes w. DISER

Full website re-design and
optimisation (October/Nov 2021)

Key Resources @ I

Reporting template (data pull)

Final report

Data sources



STEP WISE PROCESS...

AUCyberExplorer Optimisation
Integration work (within AustCyber)
2

Agreement with DISER on changes (including
new fields) N

. i



CURRENT DATA FIELDS

1

2

NICE framework

Location

X
X

v/
v

Explanatory Notes

W Alladvertised roles are classified, and aggregated,
according to the NICE categories
m  Datais not further disaggregated (i.e. by job role)

m  Data can be disaggregated by
State/Territory/National, and further by
metro/non-metro area

- However, data is not updated in real-time




DATA FIELDS FOR CONSIDER

NICE Category

Data should be categorized
according to the NICE

Framework

NICE job role

Data should be discoverable
by standardised job role

ANZSCO code

Data should be categorized
according to the revised
ANZ5CO codes

Gender

Wherever possible, data
should be disaggregated by
gender (Male/Female/X,) as
consistent with the .
provisions of the Sex
Discrimination Act (1984)

»

ION..

/ Location

Data should be discoverable
by each and every Australian
State and Territory, as well
as Nationally




APPLICABILITY
Are they needed?

Are they independently powerful
or proxies vis-a-vis other
indicators?

EXPLANATORY POWER

FIT-FOR-PURPOSE

Do they provide what users are

seekmg(granularlt\/ proximity to

is being measured etc.)?

Is their another public source of
data that aligns?

DUPLICATION
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AUGUST 2021: SEPTEMBER 2021: NOVEMBER 2021:
Co-design workshop AustCyber internal summary Final written agreement on

of technical requirements optimisation features w..B
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AUGUST 2021: OCTOBER 202
Summary of feedback/ Presentation to
finalisation and impr ent of proposed draft ephance
draft repo DISER) to AUC



THANK YOU

Any questions?

Welcome further written feedback:
| |
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AustCyber

Australian Cyber Security Growth Network

ABOUT US

AustCyber was established in 2017 as an independent, not-for-profit organisation.
We are funded by federal government grants and form a part of two national

programs:

» We are part of the federal government’s Industry Growth Centres Initiative
which was established through the National Innovation and Science Agenda.
AustCyber is one of six centres that have been set up in sectors of
competitive strength and strategic priority to boost innovation and science in
Australia.

« We are an important part of Australia’s Cyber Security Strategy as a key
enabler for cyber security research and development, as well as innovation.

Our program of activities is underpinned by evidence gained through extensive
research and consultation. Our flagship Sector Competitiveness Plan, updated as
recently as 2020, outlines the opportunity for Australia's cyber security sector to
support growth across the whole economy. We are guided by our Board of
esteemed members who have significant industry experience. Our team come
from a variety of backgrounds including academia, government and industry.
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BACKGROUND

This report is designed to outline the current state of Australia’s cyber security
workforce and skills and capabilities. The report includes detailed information on
data points and sources available for emerging areas of interest in workforce skills
and shortages in Australia and internationally.

The report includes a detailed National overview of the current number of Australians
employed in the cyber security workforce as well as existing advertised job
vacancies.

This report provides a detailed overview and summary of the most common cyber
security qualifications in the Australian labour market.

Report information will leverage the NICE framework to frame occupations and job
roles and enable international comparison of performance. In conducting this
analysis, an inclusion of a comparative overview for the United States, United
Kingdom, New Zealand, and Germany; countries where baseline data exists will
occur, enabling some comparisons to be made (for example, in areas such as met,

oversupply, or shortage.




CYBER SKILLS FOR A DIGITAL ECONOMY:
AN AUSTRALIAN PROFILE

SCOPE

This report adopts a mixed methods approach to be able to catalogue, describe and analyse
available data sources relating to cyber security skills and qualifications in the Australian market.
It synthesizes data from a range of sources, to provide an evidence base to inform the
optimization of what has been known as CyberSeek AU. This optimization process will be driven
by an step-wise approach, underpinned by this report.

These sources include:

* CyberSeek disagregated data, mapped according to the NICE framework and according
to specific roles (sought from a data eco-system partner)

* Public and commissioned reports (including the Cyber Security Sector Competitiveness
Plan 2020, and the AustCyber Digital Census 2020)

* ABS, NSC and NCVER data (where categorization, seasonally, is at a higher, aggregated
level)

Data was included if it met one, or a number, of the following criteria:

* pertained to current cyber security job vacancies within Australia

* projected future labour market variation in relation to cyber security within Australia

* outlined methodological challenges to data collection relating to cyber security and
the labour market in Australia

Consistent with the data collection and classification protocol adopted by Cyberseek, this report
leverages the NICE framework. Developed by the United States National Institute for Standards
and Technology (NIST), the NICE Framework has been adopted globally, for the breadth and
depth of coverage it provides for the cyber security industry, and it reflects also specific job roles.

In the absence of real-time, and more granular, ABS data, this report uses existing vacancies, as
recorded through CyberSeek AU, as a proxy to determine changes (at least in terms of current
demand) in the Australian cyber security workforce. This data pertains to live job
advertisements, accompanied by detailed role descriptions, for companies domiciled, or with a
significant employment footprint, in Australia.




METHODOLOGY

This report adopts a mixed methods approach to be able to catalogue, describe and
analyse available data sources relating to cyber security skills and qualifications in
the Australian market. The overarching question was: what systems of classification
exist in Australia for cyber security roles and the secondary question was: how many
cyber security roles exist in Australia and who fills these roles.

Data was scraped from Au CyberSeek, formally sought through a pull request (from
all channels that are aggregated to the CyberSeek dashboard, and grey literature
was obtained from within the repository of AustCyber.

Cyber security has traditionally been understood in terms of hardware, software and
services. The diversity and sophistication of modern cyber security means that this
categorisation is no longer appropriate. The way in which we classify skills in
Australia, including in relation to cyber security, has long been contested. In some
cases, including for migration skills lists, definitions have been inadequate, with only
generic ICT categories in operation within ANZSCO, for example. This challenge is not
unique, although other countries have more readily adopted frameworks to address
this gap in the taxonomy of skills and job roles within cyber security. A range of
international definitions and systems of classification have been adopted, for
example, emanating from the United Kingdom (i.e. CyBOK) and the United States
(NICE Framework). Some of these have been adopted within Government
frameworks, and others have been leveraged by industry, to develop tools to map
data more effectively and accurately.
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Different classification systems for occupations — CyBOK, MICE, ANZIC, ANZSCO

Below we describe the different taxonomies for classifying cyber security skills and

qualifications.

The Cyber Security Body of Knowledge (CyBOK) is an international collaboration
headed by the University of Bristol that structures cyber security according to five

main categories:

* Infrastructure security: securing computer and digital networks and related
physical hardware and systems from intruders and intrusions, whether targeted

or opportunistic.

 Systems security: operational, network and systems security that includes the
processes and decisions for handling and protecting data assets. The
permissions users have when accessing a network and the procedures that
determine how and where data may be stored or shared all fall under this

umbrella.

 Software and platform security: security that focuses on keeping software and an
entire computing platform and devices - including mobile, cloud and web
applications - resilient to cyber threats. This includes information security that

protects the integrity and privacy of data, both in transit and at rest.

N\
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 Attacks and defences: a proactive and adversarial 'attack’ approach to protecting
against cyber attacks, which includes penetration and vulnerability testing as well
as ethical hacking. Defensive security focuses on reactive measures such as

patching software and detection.

» Human, organisational and regulatory aspects: tools and services to protect
against intentional and unintentional user mistakes; support observance of
organisational governance and policies; and enforce compliance with regulatory

requirements.
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( AustCyber




The NICE Framework

The National Initiative for Cybersecurity Education (NICE) have established

a workforce framework that establishes a taxonomy and common lexicon that
describes cyber security work and workers irrespective of where or for whom the
work is performed.

The NICE Framework is intended to be applied in the public, private, and academic
sectors.

It is comprised of the following components:

* Categories (7): A high-level grouping of common cyber security functions.

* Specialty Areas (33): Distinct areas of cyber security work.

* Work Roles (52): The most detailed groupings of cyber security work. This
includes specific knowledge, skills, and abilities required to perform tasks in a
work role.

The NICE Framework can be harmonised with official Government frameworks, as
it provides both a granular (role-centric), as well as an aggregate view of the broad
spectrum of cyber related roles. Due to its adoption in the US Market, and
benchmarking elsewhere, it also provides a robust framework for comparative
analysis between different labour markets.

Provides broad Provides specific Adopted widely
classification for sub-categorization outside of
the cyber security for cyber roles originating
field country(s)
ANZSCO YES
CyBOK YES YES YES
NICE YES YES YES
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Cyber security
functional roles

EMPLOYMENT AND SKILLS FOOTPRINT

Cyber Security Occupations - For Cyberseek data request

Identified roles (ASD' Identified roles from Identified roles from Identified roles from the
Cyber Security Skills stakeholder submissions  Cyberseek NICE Framework

Framework®)

Attachment A

# Existing vacancies
for Sydney and
Melbourne Metro areas
(July 2021) - by NICE
Category

Cyber Security
Analysis

1. Cyber Threat Information Security Cyber Security Analyst Threat/Warning Analyst
Analyst* Governance, Risk &
Compliance (Auditor,
Analyst, Implementor or
Manager roles)

Analyze
Sydney
e 339
Melbourne
e 166

2. Intrusion Analyst® Cyber Crime Analyst / Target Network Analyst
Investigator

Analyze
Sydney
¢ 339
Melbourne
s 166

3. Malware Analyst* Cyber Forensics Analyst

Protect & Defend
Sydney

e 923
Melbourne

e 570

TASD Cyber Skills Framework - Cyber Security Occupations
https://www.cvber.qov.au/sites/default/fiIes/2020-09/ASD-vaer—SkilIs-Framework-v2.pdf|
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Cyber Security
Operations

Incident Responder®

Incident Analyst
/Responder

Cyber Defence Incident
Responder

Protect & Defend
Sydney

¢ 923
Melbourne

e 570

Operations
Coordinator*

Security Project/Program
Manager

Cyber Security Manager
/Administrator

Cyber Operations Planner

Collect & Operate
Sydney

Cyber Security
Testing

Penetration Tester

Application Security
Consultant / Secure
Software Developer

Penetration and
Vulnerability Tester

Cyber Defence Analyst

Protect & Defend
Sydney

o 923
Melbourne

e 570

Vulnerability
Assessor®

IT Auditor

Vulnerability Assessment
Analyst

Protect & Defend
Sydney

¢ 923
Melbourne

e 570

Cyber Security
Architecture

Cyber Security
Advice and
Assessment®

Cyber Security
Consultant /

Cyber Security Specialist

Cyber Defence Analyst

Protect & Defend
Sydney

¢ 923
Melbourne

¢ 570

Vulnerability
Researcher*®

Cyber Security non-technical roles

Cyber Security
Functional Roles

Specific roles identified

Security Architect

Specific responsibilities

Cyber Security Architect
/Cyber Security Engineer

Related occupation titles

Research and Development
Specialist

Securely provision
Sydney

e 2133
Melbourne

e 1302

Training, Education
and Awareness.*?

10. Security Training,

Awareness and
Communication

e Conducts training of
personnel within
pertinent subject
domain. Develops,
plans, coordinates,
delivers and/or
evaluates training
courses, methods, and
techniques as
appropriate.

e Cyber Instructional
Curriculum
Developer

e Cyber Instructor

e Training, Education &
Awareness

Oversee & Govern
Sydney
o 1466

Melbourne

s 821

Legal Advice and
Advocacy”®

11. Cyber Legal Advisor

e Provides legal advice
and recommendations
on relevant topics
related to cyber law.

e Cyber Legal Advisor

e Legal Advice & Advocacy

Oversee & Govern
Sydney
o 1466

Melbourne

s 821

12. Privacy

Officer/Privacy
Compliance Manager

e Develops and oversees
privacy compliance
program and privacy

e Cyber Privacy
Officer/

e Legal Advice & Advocacy

Oversee & Govern

Sydney

2These are NICE framework cyber security functional domains.




program staff,
supporting privacy
compliance,
governance/policy, and
incident response needs
of privacy and security
executives and their
teams.

1466

Melbourne

821
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CYBER SKILLS FOR A DIGITAL ECONOMY:
AN AUSTRALIAN PROFILE

COMMON QUALIFICATIONS
CAUSTRALIAN MARKET)

Overview:

Australia is a qualified and credentialed country, although not all training in the ICT
area is accredited

In 2018-19 alone, an estimated 10.2 million people reported holding 15.4 million
qualifications

VET qualifications, at a population level, are more common, particularly at CERT
II/1V Levels

Available data for ‘ICT Professionals,” which currently subsumes cyber security
related roles (at the ANZSCO 2-digit level), shows that out of a total of 300,000
workers (83% male), they held over 410,000 qualifications.

» 52.7% held a single qualification
» 37.6% held two or more qualifications

»  Source: Hall & Stanwick (2027).



AUSTRALIAN CYBER SECURITY :
TERTIARY QUALIFICATIONS

Australian tertiary
providers offer a wide
range of qualifications,
incorporating specific
cyber security courses.

The Eastern Seaboard
States, including NSW,
Queensland and the ACT,
as well as Victoria, offer
the highest number in
aggregate.

We have provided a
breakdown, by State and
Territory, of the number
of cyber courses offered
across Australia,
stratified by State and
Territory.
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National Courses
By Institution

Unsurprisingly, there is a clustering and concentration of cyber security courses,
stratified by institution, in both NSW and Victoria.

Each of the top ten highest course providers (by number of qualifications), are from
either State. The number of advertised and listed offerings varies greatly, by
institution type, with Universities, according to this data, offering a greater variety
and number of qualifications, through to Doctoral level study.

Holmesglen mm
University of the Sunshine Coast s
North Regional TAFE g
Sunraysia Institute of TAFE g
Southem Cross University
Gordon Institute of TAFE - g
Centrcl Regional TAFE - se——
TosTAFE  ne—
University of Western Australia  —
South Regional TAFE  m——
Bendigo Kangan Institute  m———
University of New England - ——
Melboune Polytechnic  mE—
The University of Melboume [UniMel) - —
Canberalnstitute of Technology  m————f
Charles Danwin University s —"———
TAFE SA I ——
University of Southem Queensland
TAFE Queensland
James Coock University

AU Pravider Number of Courses

Central Queensland University

North Meiropolitan TAFE

Holmesglen Instifute

Australian Catholic University Limited
University of South Australia
University of Adelaide

Box Hill Institute

Victoria University

University of Newcastle
University of Tasmania

The University of Queensland
Chisholm Insfitute

Finders University

Australian National University
Charles Sturt University

South Metropolitan TAFE 230
Murdoch University
Macquarie University

Ediith Cowan University

University of Wollongong

University of Technology Sydney

Curtin University o7 56

Royal Melboume Institute of Technology
Griffith University

Deakin University

Westem Sydney University

1t

Uriversity of Canberrc
Federafion University Ausfralia 20
TAFE NSW
University of Sydney v
Queensland University of Technology (QUT) il
La Trobe University
Swinbume University of Technology
The University of New South Wales (UNSW)
Monash University
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National Courses:
By Qualification Level

The Australian cyber security
educational landscape is
served by a high number of
undergraduate qualifications,
primarily through bachelor
degrees, diplomas and
certificates.

There are notable offerings at
Masters and Doctoral level
too, and an array at graduate
level, ranging from Graduate
Certificates to Masters (by
coursework and research),
and Doctoral, degrees.

Course duration

The duration of courses at
higher education providers
varies greatly, from 19 weeks
(in the case of an advanced
diploma) to 416 weeks (a
combined undergraduate
degree), with Masters and
Doctoral degrees occupying a
middle-point between these.

o\
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221
131
55
54
48
39
33
18
13
10
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Bachelor Degree

Masters Degree (Coursework)
Graduate Diploma
Bachelor Honours Degree
Graduate Certificate
Doctoral Degree

Diploma

Masters Degree (Research)
Advanced Diploma
Certificate IV

Associate Degree
Certificate Il

Certificate Il




Micro-Credentials

Certified
Information Systems
Security Certified Cloud  ISACA Security
Systems AWS Certified ~ Security Certifications - Palo Atto Certified Cisco Identity
Cyber Security Credentials By Professional Security - Professional CISA, CISMand 0T Security Networks - Practitioner Certified Ethical SANS Institute ~ Services Engine ~AV-Test And MRG
Provider Certification CISSP; Specialty CCSP; CRISC Certifications  PCNSA & PCNSE  (SSCP; Hacker (CEH; i i (ISE) Effitas
Certified information Security Systems Professional (CiSSP) Security and Risk i; t X X X X X X X X X X
Certified Information Security Systems Professional (CISSP) Asset Security X X X X X X X X
Security Architecture and
Certified | ion Security Systems Professional (CISSP) Engineering X X X X X X X
Communication and Network
Certified Information Security Systems Professional (CISSP) Security X X X X X X X X X X X
|dentity and Access Management
Certified ion Security Systems Professional (CISSP) (IAM) X s X
Certified ion Security Systems P ional (CISSP) Security A and Testing X X X X X X X X b X X
Certified ion Security Systems P ional (CISSP) Security Operati X X X X X X X X X X
Certified ion Security Systems Professional (CISSP) Software p Security X X X X X X

Certification Type

Cyber Security Credentials... .V
W Asset Security

B Communication and Network

Security
M |dentity and Access

Management (I1AM)
B Security and Risk Management

M Security Architecture and
Engineering
i Security Assessment and

Testing
Security Operations

Software Development Security

Certifications by Provider Provider Y

m AV-Test And MRG Effitas
W AWS Certified Security — Specialty
W Certified Cloud Security Professional (CCSP)
M Certified Ethical Hacker (CEH)
® Certified Information Security Systems
Professional (CISSP)
m Cisco Identity Services Engine (ISE)
W ISACA Certifications — CISA, CISM and CRISC
B OT Security Certifications
Palo Alto Networks - PCNSA & PCNSE

SANS Institute Certifications

Systems Security Certified Practitioner (SSCP)
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ADVERTISED VACANCIES

lii.Advertised vacancies

ANZSIC (division) and ANZSCO (code)

Age

Gender

Geographic location (State/Territory/Commonwealth -national)

Comparative overview: US/UK/GER/NZ as per working taxonomy in terms of

employment needs met / oversupply / shortage

TOP CYBERSECURITY JOBS (To be populated based
on data pull request)

lii.Advertised vacancies
Total job openings (The number of advertised cybersecurity job roles at national,

state-wide and city-wide levels)

The most-advertised job titles in a selected location (Cyber Seek AU ALL)

* Business Intelligence Analyst

Security Architect

Cyber Security Analyst

Security Engineer

Network Engineer

ANZSIC (division) and ANZSCO (code)

Age

Gender

Geographic location (State/Territory/Commonwealth -national)

Comparative overview: US/UK/GER/NZ as per working taxonomy in terms of

employment needs met / oversupply / shortage
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FORWARD GROWTH/FORECASTING:
PHASE 2

Forecasting model: Phase two of AuCyberSeek

We envisage the forecasting model, subject to stakeholder input, being developed
and enacted in a three stage process, as outlined below. This encompasses the
current phase of data analysis, initial augmentation, to improve the quality, breadth
and availability of data and, finally, a full optimization, which maps the NICE
Categories against the revised ANZSCO codes. It is anticipated that these will be
announced in November 2021.

This will enable data to be ingested, digested and modelled over shorter timeframes,
including months, which will make comparisons easier, including by location, field of
specialization and other relevant criteria.

|dentification of data needs

Summary of existing
data sources and
identification of trends

Inclusion of fields for Au Cyber Careers

data on the basis of
individual roles (sub-

Inclusion of additional

- fields for revised ANZSCO
categories of master
request template updates (per annum to

monthly reporting)

Capability for more
routine reporting
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APPENDIX ONE: REFERENCES/DATA SOURCES

IT Security Primary and Jobs Annual
Consulting in Secondary * Sector growth
Australia * Dominant

companies
(IBIS World)
Digital Census Secondary * Aggregate Annual
2020 number of

cyber security
(AustCyber) jobs

(Australia-

wide)
Vacancy Report Primary * ANZSCO code Quarterly
June 2021 level

(National Skills
Commission)

Sector Primary * Aggregate Annual
Competitiveness number of
Plan cyber jobs
(Australia
(AustCyber) wide, and

State-State)
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APPENDIX TWO: DATA REPORTING TEMPLATE

1. DISER requester details

Physical Address
Telephone number

2. Data specification and use
Data description Please outline the nature of the data you are seeking.

Some factors you might wish to consider include:

. Data type
(i.e. # of new advertised jobs within x category area
. Level of granularity of data
(i.e. aggregated or further defined)
. Timeframe of data
(i.e. from 2019-2021)
. Geospatial parameters

(i.e. within the State of NSW, or National)
FCEIEhoAoleE1Nel(ol/olsl How frequently will the data need to be provided?

O Once off

[ Quarterly
Uses(s)of the data Uses

Please describe how the data will be used. This might include, for example: preparing
detailed briefing notes or supporting evidence for New Policy Proposals.

Publication

How long will the data be stored for and how, if at all, will it be published?

Will the data be integrated, O Yes. (if so, which ones, please specify: )
matched or in any other way O No

compared with existing data

sets?

Data Access Within your Department, who will have access to the data we generate? For example,
will it be IT contractors, policy officers, procurement officers or others?

Relevant conflicts of Are there any known or potential conflicts of interest in terms of who will obtain the
Interest information, or any third parties who may have access to it?

3. Purpose of request
What is the reason for this For example, what initiative is this part of, is this sought as part of a response to a
data request? Ministerial Briefing request, Question on Notice, Request for Proposals, or to support

broader policy development purposes?

Data provision date When is this data required by?
O
AustCyber




	Redacted 1. Contract - Cyber Security Workforce and Skills Forecasting Model and Data - 2020-21(56580767.1)_Redacted
	Redacted 2. AustCyber Milestone 2 Project Plan(56582956.1)_Redacted
	Redacted 3. DISER_AustCyber - Milestone 3_ Co-design Workshop(56582958.1)_Redacted
	Redacted 4. FINALDISER-ACWorkshopAugust2021pptx
	Redacted 5. Draft Report - AustCyber Workforce Data Project
	Redacted 6. DISER-AUSTCYBER - FINAL Workforce Analysis Report
	Redacted 7. AUCyberExplorer baseline dataset session - 1 Dec (002)
	Redacted 8. Jan 2022 Project development timeline
	Redacted 9. Supply and Demand Forecasting Model (High-Level, Initial Methodology - December 2021)
	Redacted 10. ANZSCO to NICE ROLES mapping
	Redacted 11. AUCyberExplorer weekly PSR - 25 Feb 2022 - attachment(56582973.1)_Redacted
	Redacted 12. AUCyberExplorer weekly PSR - 11 Mar 2022 attachment(56582971.1)_Redacted
	Redacted 13. AUCyberExplorer weekly PSR - 18 Mar 2022 - attachment(56582972.1)_Redacted
	Redacted 14. AUCyberExplorer weekly PSR - 4 Mar 2022 - attachment(56582974.1)_Redacted
	Redacted 15. AUCyberExplorer options paper 230222(56582975.1)_Redacted
	Redacted 16. AUCyberExplorer development timeline - attachment
	Redacted 17. AUCyberExplorer options paper 010222 - attachment
	Redacted 18. AUCyberExplorer phase 2 data inputs
	Redacted 19. Census Cyber Security Summary - attachment



